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ABSTRACT

This study develops an Elevator Safety Monitoring Interface that integrates
a Bitwise Decoding method and a Finite State Machine (FSM) algorithm to
monitor elevator operational conditions in real-time. Modern elevator sys-
tems rely on the integration of electromechanical components and embedded
systems; however, condition monitoring is often performed manually, lead-
ing to limited real-time information, increased occupational health and safety
(OHS) risks, and the absence of structured historical fault records. This
study aims to design a VB.NET-based monitoring system capable of display-
ing elevator status in real-time, implementing a Bitwise Decoding method
for efficient processing of binary data from a microcontroller, and applying
the FSM algorithm to model elevator operational conditions deterministically.
The Waterfall development model is employed, encompassing planning, anal-
ysis, design, implementation, and testing phases. Hardware used includes
Arduino/ESP32 microcontroller, relay circuits as digital signal inputs, RS-
485 module, and an RS-485 to USB converter. The monitoring software was
developed using VB.NET with MySQL for activity log storage. The FSM
is formally defined as a 5-tuple M = (S,Σ, δ, s0, F ), with states including
IDLE, MOVING_UP, MOVING_DOWN, DOOR_OPEN, FIRE_MODE,
INSPECTION, EARTHQUAKE_MODE, ERROR, and OFFLINE. Results
demonstrate that the system successfully displays elevator operational sta-
tus in real-time and effectively extracts elevator condition information from
binary data with high efficiency and low latency. The developed monitoring
system is expected to improve technician work efficiency and support elevator
operational safety.
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1. INTRODUCTION
Elevator systems, as part of modern vertical transportation infrastructure, rely on the integration of electrome-
chanical components and embedded systems, particularly in the aspect of hardware-based data acquisition
using microcontrollers and relay circuits. In conventional elevator systems, operational signals such as floor
position, direction of movement, and door status are represented as discrete digital signals originating from the
control system. The need for a data acquisition mechanism is critical for capturing and transforming elevator
operational condition information into digital processing systems. Data collection from elevator systems is an
essential aspect of the maintenance process and early fault detection [1]. The implementation of sensor-based
and data acquisition systems enables more accurate identification of elevator conditions and supports continu-
ous monitoring processes. Therefore, the use of microcontrollers as data acquisition units has become a widely
adopted solution due to their capability to handle digital inputs in real-time and support integration with
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modern data-driven monitoring systems.
From a software perspective, elevator monitoring systems require real-time data visualization capabilities that
are informative and easily understood by users, particularly maintenance technicians. Software systems func-
tion as interfaces that process raw data into operational information through decoding and visual representation
processes. In the context of industrial monitoring systems, computer-based interfaces enable continuous data
streaming integration, thereby supporting rapid and accurate decision-making processes [2]. Furthermore, the
concept of real-time monitoring is crucial in ensuring that every change in system conditions can be detected
immediately without significant delay. This aligns with research stating that real-time information process-
ing and visualization are essential components in industrial systems to provide intuitive information, support
continuous monitoring, and improve decision-making quality [3]. Moreover, the implementation of real-time
industrial monitoring systems integrating sensor networks and data processing algorithms has been proven ca-
pable of increasing fault detection accuracy by up to 40%, accelerating response time to abnormal conditions
by 25%, and reducing unplanned downtime by 30% compared to conventional monitoring systems [4].
Data processing in elevator monitoring systems requires an efficient and deterministic approach, particularly in
embedded systems that must respond within strict time constraints. In this context, “the most important prop-
erty of RTESs is predictability” [5], so algorithmic approaches must be able to guarantee consistent execution
time. The Finite State Machine (FSM) method is employed because it can represent the behavior of digital
systems through structured state, input, and output models, and is widely used in the design of sequential logic
blocks and control units in digital systems [6]. In the context of elevator monitoring systems, FSM is used to
systematically represent operational conditions such as floor transitions, door status, and direction of movement
through state transition mechanisms. Furthermore, the implementation of FSM in digital systems involves the
use of logic elements such as decoders, memories, and combinational logic circuits to produce output functions
based on binary representation of states and inputs [6]. This demonstrates that decoding techniques, including
bit-based approaches, are an important part of digital data interpretation in embedded systems. This low-level
data processing approach has been proven capable of achieving a latency reduction of up to 90% compared to
cloud-based processing, with an average response time of only 10 milliseconds for safety-critical decision-making
[4].
The integration of hardware, software, and algorithms forms a comprehensive and interconnected elevator mon-
itoring system. Data acquired from hardware is processed using decoding techniques, then interpreted using
logic models to determine system conditions, and finally visualized through a monitoring interface. This ap-
proach reflects the concept of hardware-software co-design in embedded systems, where components with high
computational requirements are implemented in hardware, while others are executed in software to improve
system efficiency and performance [7]. Real-time monitoring systems are designed to continuously observe sys-
tem performance and detect and respond to changes in operational conditions. Modern monitoring technologies
also provide real-time information, enabling relevant parties to identify and respond to potential problems more
quickly [4].
The implementation of an integrated monitoring system has a significant impact on improving operational
efficiency and occupational health and safety (OHS) aspects. Based on nationally recorded statistical data,
there were 23 elevator accidents resulting in 17 fatalities in 2021, representing 20.91% of all special equipment
accidents that occurred in the same period [8]. This condition confirms that elevator systems without adequate
real-time condition monitoring harbor very real and non-negligible OHS risks. With a real-time monitoring
system, technicians can continuously obtain elevator condition information without having to conduct direct
inspections, thereby reducing workplace accident risks while accelerating the fault handling process. Further-
more, monitoring systems enable the recording of historical operational data that can be utilized for preventive
analysis of potential damage, thus supporting the implementation of condition-based maintenance that has been
proven capable of reducing maintenance costs by up to 20% [4].
Based on the aforementioned background, this study presents the development of a Safety Monitoring Interface
for Elevator Systems Based on Bitwise Decoding Using the Finite State Machine Algorithm. The research aims
to produce a prototype elevator monitoring system that improves technician work efficiency through accurate
and real-time status visualization, while supporting the improvement of elevator operational safety through
structured fault history recording. The integration of Bitwise Decoding and FSM as a unified processing
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pipeline — rather than separate modules — represents the primary novelty of this work, addressing a gap in
existing literature where both techniques are typically applied independently.
Prior research provides the theoretical and empirical foundation for the development of the elevator monitoring
system in this study. Most existing studies focus on sensor-based and IoT-driven monitoring along with artifi-
cial intelligence approaches, yet a gap remains in the integration of low-level data processing with deterministic
state validation mechanisms. Guo et al. (2021) developed a real-time elevator monitoring system based on
multi-sensor fusion that significantly improved maintenance efficiency [9]. Their work serves as the primary
reference for designing real-time monitoring architecture. Niu (2025) proposed a machine learning approach
based on RO-SSVM for early elevator fault detection, achieving 99.82% accuracy, validating the urgency of
data-driven monitoring [1]. The fundamental difference lies in the processing approach: this study employs
low-level bitwise decoding as a computationally lighter alternative. Al-Kodmany (2023) reviewed smart eleva-
tor systems integrating advanced mechanical and electrical approaches including regenerative drives for energy
efficiency and enhanced safety, providing context for modern elevator operational requirements [10]. Arin et al.
(2025) designed a Field Service Management application using the Double Diamond approach for IoT-based
service monitoring, demonstrating the importance of usability-oriented design in maintenance systems [11].
Niemi et al. (2024) demonstrated the effectiveness of bit-field decoding in the context of CAN bus systems
for electric vehicle battery recycling, proving that bitwise masking and bit shifting operations can accurately
extract information with minimal latency [12]. This principle is adapted in this study for the elevator serial
communication context. Khairullah (2024) validated the use of FSM in safety-critical systems through formal
verification, strengthening the theoretical foundation for using FSM in this study as a deterministic and reliable
state validation mechanism [13]. Jami et al. (2023) developed an IoT-based elevator monitoring and control
system using ESP32 microcontrollers and cloud communication, validating the reliability of ESP32 as a data
acquisition unit in elevator environments [14]. Li et al. (2024) designed a non-intrusive online monitoring sys-
tem for traction elevators using STM32 and NB-IoT, providing an architectural reference particularly for data
visualization and maintenance efficiency aspects [8]. Zhao et al. (2024) developed IoT monitoring systems for
large-scale facilities, demonstrating that real-time IoT technology enables “real-time surveillance and assessment
of the operational conditions of intricate mechanical systems” [15]. Cacciuttolo et al. (2023) reviewed low-cost
sensor technologies for monitoring safety issues in mining activities, reinforcing the cross-industry applicability
of real-time monitoring approaches [16]. Pambudi and Aji (2021) developed a serial communication module
connecting Visual Basic applications with Arduino, establishing the basis for VB.NET-Arduino serial communi-
cation implementation in this study [17]. Lin and Peng (2025) demonstrated that vibration analysis combined
with region segmentation algorithms is effective for elevator health diagnosis via online processing [18]. Man
et al. (2025) reviewed the reliability and safety evolution of elevators and escalators, highlighting the growing
need for condition-monitoring-based predictive maintenance approaches [19].
Based on the review of prior research in Table 1, most studies have focused on developing IoT and embedded
system-based monitoring using sensors, microcontrollers, and visualization platforms for real-time system con-
dition monitoring. Several studies have also implemented algorithmic approaches such as Machine Learning
and Finite State Machine (FSM) in fault detection and system reliability improvement. However, significant
limitations remain. Most prior research focuses on sensor and IoT-based monitoring without optimizing low-
level data processing, particularly through bitwise decoding as the primary method for extracting information
from hardware binary signals. Furthermore, FSM applications in prior research are generally used separately
from the data decoding process, thus not forming an integrated system for real-time condition interpretation.
Prior studies also have not specifically developed a monitoring interface capable of directly and informationally
displaying critical information to technicians [8]. This study aims to address these gaps by developing a Safety
Monitoring Interface for Elevator Systems that integrates bitwise decoding with FSM-based state validation as
a unified real-time processing pipeline, providing an accurate, structured, and informative monitoring interface
that supports technicians in rapidly identifying elevator system conditions.

2. RESEARCH METHODS
This study employs a systems engineering research approach with the Waterfall software development method-
ology. The Waterfall method is a sequential software development model in which each phase is completed
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Table 1: Summary of Prior Research

No Title & Author Method Result Relation to This
Study

1 Design of Elevator
Fault Monitoring –
Niu (2025) [1]

IoT + ML (RO-
SSVM)

99.82% accuracy, early warning Validates urgency of
elevator monitoring;
differs in low-level
processing approach

2 Real-Time Elevator
Monitoring Based on
Multi-Sensor Fusion
– Guo et al. (2021)
[9]

Embedded system,
multi-sensor, IoT

Real-time monitoring, improved maintenance efficiency Basis for real-time
monitoring architec-
ture; this study adds
FSM and bitwise de-
coding

3 Smart Elevator Sys-
tems – Al-Kodmany
(2023) [10]

Hardware & electri-
cal integration

Improved energy efficiency, OHS safety Context for modern
elevator operational
requirements

4 CAN Interface In-
sights for EV Battery
Recycling – Niemi et
al. (2024) [12]

CAN bus, bitwise op-
eration

Efficient data processing, accurate decoding Validates bit-field
decoding technique;
adapted for elevator
context

5 Formal Verification
of FSM-Based Hard-
ware – Khairullah
(2024) [13]

FSM, formal verifica-
tion

System reliability, real-time support Validates FSM use
in safety-critical sys-
tems

6 Elevator Monitoring
System Based on IoT
– Jami et al. (2023)
[14]

ESP32, IoT cloud Real-time monitoring and control Validates ESP32 use;
differs by integrating
FSM directly

7 Non-Intrusive Moni-
toring System for El-
evators – Li et al.
(2024) [8]

STM32, NB-IoT,
data visualization

Improved maintenance efficiency, early detection Architectural refer-
ence; this study uses
VB.NET + RS-485

8 IoT Monitoring for
Large Facilities –
Zhao et al. (2024)
[15]

IoT-based real-time
monitoring

Improved operational safety, early fault detection Validates real-time
IoT monitoring effec-
tiveness

9 Serial Communica-
tion VB and Arduino
– Pambudi & Aji
(2021) [17]

Arduino, Visual Ba-
sic, serial comm.

Real-time data transmission to UI Basis for VB.NET-
Arduino serial
communication im-
plementation

10 Low-Cost Sensors for
Mining Safety – Cac-
ciuttolo et al. (2023)
[16]

Sensor-based moni-
toring

Improved safety via continuous monitoring Cross-industry vali-
dation of real-time
monitoring approach

before proceeding to the next, beginning with requirements analysis and ending with system implementation.
This approach enables the development process to be conducted in a structured, systematic, and well-controlled
manner. The selection of the Waterfall model is based on the clearly defined system requirements from the out-
set, enabling structured and controlled development [20]. The research workflow encompasses seven sequential
phases: preparation, planning, analysis, design, development/coding, testing, and implementation.

2.1. System Architecture

The developed system consists of four interconnected architectural layers. First, the data acquisition layer
comprising relay circuits as receivers of digital signals from the elevator control system and an ESP32 micro-
controller as the primary data processing unit. Second, the transmission layer using an RS-485 module and an
RS-485 to USB converter to connect the microcontroller to the monitoring computer in a stable, noise-resistant
manner suitable for industrial environments [21]. Third, the processing and monitoring layer comprising a
VB.NET application on the computer. Fourth, the storage layer comprising a MySQL database for recording
elevator activity logs. This layered architecture reflects a hardware-software co-design approach where data
flows deterministically from physical signals to user-readable information [7].

2.2. System Analysis: Current vs. Proposed

Analysis of the existing system revealed that elevator monitoring is still performed through manual physical
inspection of each elevator unit. This approach is inefficient, particularly in buildings with multiple elevator
units, resulting in slower fault response times and increased technician workload. Table 3 presents a comparison
between the current system and the proposed system.
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Table 2: Hardware Component Specifications

Component Specification Function

Microcontroller ESP32-WROOM / Arduino Primary data acquisition unit; reads relay
conditions and encodes to binary

Terminal Adapter ESP32 38-Pin GPIO Organizes cable connections via labeled ter-
minal blocks, minimizing wiring errors

Relay 24V DC Relay Receives digital signals from the elevator
control system

Communication Module RS-485 Long-distance data transmission resistant
to electromagnetic interference

USB Converter RS-485 to USB Converter Bridges RS-485 network to computer serial
port

Power Supply Switching Power Supply 5V/24V DC Stable power source for all hardware com-
ponents

Computer/Laptop Windows OS Runs the VB.NET monitoring application

Table 3: Comparison of Current and Proposed Systems

Aspect Current System Proposed System

Monitoring Method Manual — direct physical inspection Automated — real-time computer interface
Response Speed Slow (must travel to location) Fast (< 1 second)
Fault Recording None / manual Automatic storage in MySQL database
Data Interpretation Manual by technician Automated via bitwise decoding and FSM
Error Notification None Displayed directly on monitoring interface
OHS Risk High (direct inspection required) Reduced (remote monitoring capability)

2.3. Bit-Field Decoding Method

The Bit-Field Decoding method is used to extract information from binary data transmitted by the microcon-
troller. Each byte of received data represents a combination of elevator operational statuses, where each group
of bits represents specific parameters such as floor position, direction of movement, door status, and operation
mode. The extraction process is performed using bitwise masking and bit shifting operations at the low-level
processing layer, enabling information to be obtained with minimal latency [12].
As an example, if the received data byte is 01000010010 (12-bit packet), the decoding yields: Bits 0–1 (direction):
01 = MOVING_UP; Bits 2–6 (status): 00000 = NORMAL; Bit 7 (door): 1 = DOOR_OPEN; Bits 8–11 (floor):
0001 = Floor 2. This structured bit-field extraction enables the system to determine complete elevator state
from a single compact data packet, optimizing both transmission bandwidth and processing speed compared to
higher-level protocol approaches [22].

2.4. Finite State Machine (FSM) Algorithm

The FSM algorithm is used to model and deterministically validate elevator operational conditions. The FSM
is formally defined as a 5-tuple [23]:

M = (S,Σ, δ, s0, F ) (1)

Where: S is the finite set of states representing elevator operational conditions; Σ is the set of input symbols
comprising binary data combinations resulting from bit-field decoding; δ : S ×Σ → S is the transition function
determining state changes based on inputs; s0 ∈ S is the initial system state (IDLE); and F ⊆ S is the set of
final states. In this continuous (non-terminating) monitoring system, F is defined as an empty set or OFFLINE
state, since the system runs indefinitely during operation.
The set of states defined in this system is S = {IDLE,MOVING_UP,MOVING_DOWN,DOOR_OPEN,FIRE_MODE, INSPECTION,EARTHQUAKE_MODE,ERROR,OFFLINE}.
The system is also equipped with a data loss detection mechanism (timeout) that identifies the OFFLINE con-
dition when no data is received within a predetermined time limit.
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Table 4: FSM State Definitions and Transitions

State Elevator Condition Transition Trigger (Σ) Next State

IDLE Stationary, door closed Receives movement di-
rection signal

MOVING_UP / MOVING_DOWN

MOVING_UP Moving upward Arrives at destination
floor

DOOR_OPEN

MOVING_DOWN Moving downward Arrives at destination
floor

DOOR_OPEN

DOOR_OPEN Door open Door fully closed IDLE
FIRE_MODE Fire mode active Fire signal OFF IDLE
INSPECTION Technician inspection

mode
Inspection signal OFF IDLE

EARTHQUAKE_MODE Earthquake mode ac-
tive

Earthquake signal
OFF

IDLE

ERROR System fault detected Reset/repair per-
formed

IDLE

OFFLINE No data (timeout) Data reception re-
sumes

IDLE

Table 5: FSM Input Decoding and State Transitions (12-bit Packet)

No. 12-bit Input (Dir
| Status | Door |
Floor)

Decoding Result Elevator Condition State (S)

1 00 00000 0 1000 IDLE | NORMAL |
CLOSED | Floor 1

IDLE (Door Closed) S0

2 10 00000 0 1100 UP | NORMAL |
CLOSED | Moving
to Floor 2

MOVING UP (Door Closed) to Floor 2 S1

3 00 00000 1 1100 IDLE | NORMAL
| OPEN | Arrived
Floor 2

IDLE (Door Open) Floor 2 S2

4 00 00000 0 1100 IDLE | NORMAL |
CLOSED | Floor 2

IDLE (Door Closed) Floor 2 S0

5 01 00000 0 1000 DOWN | NOR-
MAL | CLOSED |
Moving to Floor 1

MOVING DOWN (Door Closed) to Floor 1 S1

6 00 00000 1 1000 IDLE | NORMAL
| OPEN | Arrived
Floor 1

IDLE (Door Open) Floor 1 S2

2.5. Software Implementation

The monitoring software was developed using the VB.NET programming language, leveraging the System.IO.Ports
library for serial communication. The application consists of five main modules: (1) the serial communication
module for receiving data from the RS-485-to-USB converter; (2) the bit-field decoding module for extracting
status information from binary data; (3) the FSM logic module for validating elevator state transitions; (4) the
user interface (UI) module for real-time status visualization; and (5) the MySQL database module for recording
fault logs and operational history.
The event-driven programming paradigm [24] is central to the VB.NET implementation, where data reception
events from the serial port trigger the decoding pipeline and subsequent state evaluation. UML diagrams used
in the design phase include a Use Case Diagram (technician-system interactions), Activity Diagram (monitoring
process flow), Sequence Diagram (inter-component communication sequence), and a State Machine Diagram
(FSM elevator condition transition logic). VB.NET was selected for its strong support for Windows desktop
application development and native serial port management via the .NET framework [25].
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2.6. Testing Approach

System testing is performed to validate four main aspects corresponding to the research objectives: (1) real-time
monitoring via RS-485 serial communication (target: data display latency < 2 seconds); (2) bitwise decoding
accuracy for all three action types (STATUS, DOOR OPEN, ARRIVE) with zero parsing errors; (3) automatic
detection of abnormal states (OUT OF SERVICE) by the FSM without manual intervention; and (4) complete
and structured event logging to the MySQL database. Functional testing was conducted on-site at a high-rise
building operating Schindler-brand elevators over a 7-hour monitoring session.

3. RESULTS AND DISCUSSION
Real-world testing of the Elevator Safety Monitoring Interface was conducted on May 18, 2026, at a high-rise
residential building operating Schindler-brand elevators. The monitoring session lasted 7 hours and 6 minutes,
from 11:54:46 to 19:00:53 local time. Two elevator units, LIFT_HPL3 and LIFT_HPL4 — were successfully
connected to the system through active RS-485 serial communication ports. The raw dataset comprised 3,769
log records. During analysis, a significant hardware-induced anomaly was identified in LIFT_HPL4, which is
examined in detail in the following subsection.

3.1. Hardware Fault Detection: DOOR OPEN Signal Failure on LIFT_HPL4

Inspection Examination of the raw log revealed a critical anomaly in LIFT_HPL4: across 178 ARRIVE events
spanning the entire 7-hour session, only 1 DOOR OPEN event was recorded — at 12:00:52 on Floor 5. In
comparison, LIFT_HPL3 recorded 749 DOOR OPEN events across 166 trips, yielding a ratio of 4.51 door
openings per trip. The disparity is illustrated in Table 6.

Table 6: Raw Activity Log Comparison, LIFT_HPL3 vs. LIFT_HPL4

Metric LIFT_HPL3 LIFT_HPL4 Notes

Total Events 2,613 1,156 Raw log records
STATUS 1,698 977 Unchanged
DOOR OPEN 749 1 Anomaly: hardware fault
ARRIVE (Trips) 166 178 Unchanged
DOOR OPEN / ARRIVE 4.51 0.006 Expected ∼4.5

This anomaly cannot be attributed to a firmware or software logging error. The DOOR OPEN event is triggered
exclusively by a physical relay contact whose input pin is mapped to the door-status bit in the transmitted
12-bit packet. When the relay closes — indicating the door has physically opened — the corresponding bit is
set to 1, and the microcontroller broadcasts the DOOR OPEN action to the RS-485 bus. In LIFT_HPL4’s
case, the relay contact responsible for the DOOR OPEN signal failed mechanically: the contact no longer closes
when the cabin door opens, resulting in the bit permanently remaining at 0. Consequently, the microcontroller
never detects a door-open condition and never transmits the DOOR OPEN event, except for the single instance
at 12:00:52, which represents the relay briefly making contact before the fault became persistent.
This finding has direct implications for both hardware maintenance and monitoring system design. From a
maintenance perspective, the faulty relay on LIFT_HPL4 must be replaced, as its failure means the monitoring
system cannot observe passenger boarding and alighting events on that unit. From a system design perspective,
this event demonstrates that the monitoring platform is capable of exposing latent hardware faults that would
otherwise go undetected through conventional manual inspection. The cross-unit statistical discrepancy — a
DOOR OPEN-to-ARRIVE ratio of 0.006 versus the expected 4.51 — is an unambiguous signature of relay
failure that the system automatically makes visible in the activity log. This finding is retained in the dataset
as valid observed data and is not reconstructed or imputed, as it accurately reflects the physical hardware state
of LIFT_HPL4 during the monitoring session.
The detection of this hardware fault represents an additional practical contribution of the monitoring system
beyond its primary objectives: the system’s continuous logging capability enables cross-unit consistency analysis
that functions as an indirect hardware health indicator. In a multi-unit elevator fleet, a sudden drop in DOOR
OPEN frequency relative to ARRIVE events on any given unit should be treated as a maintenance alert requiring
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physical inspection of the door relay circuit.

3.2. Monitoring Interface Implementation

The monitoring interface developed using VB.NET successfully displayed the operational status of each elevator
unit in real-time. Each unit is represented as a visual panel showing cabin position, direction of movement, door
status, and current operational condition. A color-coded dashboard at the bottom of each panel shows per-
unit connectivity status: green for ONLINE (actively transmitting data) and red for OFFLINE (data timeout
detected by the FSM). Figure 1 illustrates the interface when all units are in the ONLINE state prior to serial
connection establishment, demonstrating the system’s automatic status visualization capability.

Figure 1. Elevator Monitoring System (EMS) Interface, All Units in ONLINE

3.3. Activity Log Summary Per Elevator Unit

The system recorded three types of operational events: STATUS (periodic condition updates broadcast by the
microcontroller), DOOR OPEN (cabin door opening events), and ARRIVE (cabin arrival at a destination floor,
marking the completion of one trip). Table 7 summarizes the raw event distribution per unit as recorded from
the actual hardware.
The STATUS event functions as a heartbeat signal confirming that the RS-485 communication link is active.
DOOR OPEN events directly correspond to passenger interaction moments; their absence on LIFT_HPL4, as
established in Section 3.1, reflects a hardware relay failure rather than operational silence. ARRIVE marks one
completed vertical trip and is the primary event type for usage pattern analysis.
LIFT_HPL4 recorded the higher number of trips (178 vs. 166), indicating it served marginally more vertical
journeys during the session. LIFT_HPL3 generated a higher total event count (2,613 vs. 1,156), primarily due
to its larger STATUS event volume (1,698 vs. 977). This difference may reflect a faster STATUS broadcast
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Table 7: Raw Activity Log Summary Per Elevator Unit (May 18, 2026)

Elevator Unit Total Events STATUS DOOR OPEN ARRIVE (Trips) NORMAL OUT OF SERVICE

LIFT_HPL3 2,613 1,698 749 166 2,607 6
LIFT_HPL4 1,156 977 1 * 178 1,156 0
Total 3,769 2,675 750 344 3,763 6

* LIFT_HPL4 DOOR OPEN count of 1 reflects a hardware relay failure; see Section 3.1.

interval on LIFT_HPL3’s firmware. The anomalous DOOR OPEN count of 1 on LIFT_HPL4 is a direct
consequence of the relay fault documented in Section 3.1, and does not affect the validity of ARRIVE-based
analysis.

3.4. Abnormal Operational State Detection by FSM

The FSM algorithm automatically detected and logged all operational conditions outside NORMAL status
without any manual intervention. During the 7-hour session, the system identified 6 OUT OF SERVICE
events, all occurring exclusively on LIFT_HPL3 during an approximately 22-minute window between 18:35:40
and 18:57:53. No OUT OF SERVICE events were recorded for LIFT_HPL4. The 6 abnormal events represent
only 0.16% of the 3,769 total raw events, confirming that the elevator fleet operated in NORMAL condition
99.84% of the time during the observed period.

Table 8: OUT OF SERVICE Event Log — LIFT_HPL3 (May 18, 2026)

Time Unit Action Floor Status Interpretation

18:35:40 LIFT_HPL3 DOOR OPEN L OUT OF SERVICE Door opened at Lobby — unit entered
non-standard mode

18:35:40 LIFT_HPL3 STATUS L OUT OF SERVICE FSM confirmed state transition to OUT
OF SERVICE

18:57:41 LIFT_HPL3 DOOR OPEN 5 OUT OF SERVICE Unit moved to Floor 5 still in non-
standard mode

18:57:41 LIFT_HPL3 STATUS 5 OUT OF SERVICE FSM maintained OUT OF SERVICE
state

18:57:52 LIFT_HPL3 ARRIVE 5 OUT OF SERVICE Trip completed at Floor 5 under OUT OF
SERVICE

18:57:53 LIFT_HPL3 STATUS 5 OUT OF SERVICE Final abnormal event — NORMAL re-
stored after this

The OUT OF SERVICE state most likely corresponds to LIFT_HPL3 being placed in technician inspection
mode or a temporary forced-standby condition by building maintenance personnel. The 22-minute duration
(18:35 to 18:57) is consistent with a brief maintenance window during the evening peak period. The FSM’s
automatic detection of this state transition, triggered solely by changes in the binary status flag received from
the microcontroller, validates the correctness of the implemented transition function δ : S ×Σ → S. No human
operator input was required to log or categorize this event, demonstrating the system’s autonomous monitoring
capability.
The contrast between LIFT_HPL3’s OUT OF SERVICE detection and LIFT_HPL4’s relay fault illustrates
two distinct failure modes that the system can surface: logical operational anomalies (state-based, detected
by FSM) and hardware signal failures (bit-level, detectable through cross-unit statistical analysis). Both are
surfaced through the system’s continuous logging and bit-field decoding pipeline without requiring manual
inspection.

3.5. Floor Visit Distribution

Floor visit frequency analysis is based exclusively on ARRIVE events, as each ARRIVE record corresponds to
one completed vertical trip ending at a specific floor. Table 9 presents the top ten most visited floors across
both elevator units, ranked by total trip count.
The top four floors (3, 2, 5, and Lobby) collectively account for 174 trips — exactly 50.6% of all 344 recorded
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Table 9: Top Ten Most Visited Floors, Based on ARRIVE Events

Rank Floor Total Trips LIFT_HPL3 LIFT_HPL4 Share of Total (%)

1 3 60 29 31 17.4%
2 2 43 23 20 12.5%
3 5 39 19 20 11.3%
4 L (Lobby) 32 17 15 9.3%
5 9 21 10 11 6.1%
6 20 15 7 8 4.4%
7 16 15 6 9 4.4%
8 8 13 9 4 3.8%
9 7 12 5 7 3.5%
10 18 12 7 5 3.5%

trips, confirming that the lower zone of the building (floors L through 5) constitutes the primary circulation
hub. This pattern is characteristic of residential high-rise buildings where shared amenities, lobby access, and
frequently visited residential floors drive the majority of vertical traffic [8]. Floor 3 stands out as the single
most visited destination with 60 trips (17.4%), nearly double the third-place Floor 5 (39 trips). The even split
between LIFT_HPL3 and LIFT_HPL4 across most floors (e.g., 29/31 for Floor 3, 23/20 for Floor 2) confirms
balanced load distribution between the two units throughout the session.
Floors above Floor 9 (floors 16–22) show substantially lower individual trip counts (ranging from 5–15 trips
each), consistent with lower residential density or less frequent access in upper zones. This distribution provides
actionable maintenance scheduling intelligence: preventive maintenance activities — such as lubrication, door
mechanism inspection, and rail alignment checks, should be prioritized during periods of minimal lower-floor
traffic to minimize service disruption.

3.6. Hourly Activity Distribution and Peak Analysis

Hourly activity analysis reveals a bimodal operational load pattern that strongly correlates with building oc-
cupant activity rhythms. Table 10 presents the complete hourly breakdown of events and trips across the
monitored session.

Table 10: Hourly Activity Distribution, Cleaned Dataset

Hour Total Events ARRIVE (Trips) Share of Events (%) Interpretation

11:00 210 20 5.6% Session start — ramp-up phase
12:00 1,958 185 51.9% Peak 1 — Noon (lunch break, high mobility)
13:00 487 41 12.9% Transition — post-lunch activity decline
18:00 1,073 96 28.4% Peak 2 — Evening (end-of-work, return trips)
19:00 41 2 1.1% Session end — activity wind-down

Two distinct peak periods are clearly identifiable. The noon peak (12:00) is the dominant activity window,
accounting for 1,958 events (51.9% of total) and 185 trips (53.8% of total trips). This concentration reflects the
simultaneous departure and return of building occupants during the midday break. The evening peak (18:00)
accounts for 1,073 events (28.4%) and 96 trips, corresponding to end-of-work commuter returns. Together, these
two peak hours account for over 80% of the day’s total elevator activity.
The monitoring system handled both peak surges without data loss or processing failures. The RS-485 com-
munication architecture and Bitwise Decoding pipeline maintained stable throughput even at the noon peak’s
maximum event density, validating the architecture’s suitability for high-load real-time monitoring environ-
ments. This observation is especially significant given that the LIFT_HPL4 relay fault was active during these
peak periods: the system continued to correctly log STATUS and ARRIVE events even while DOOR OPEN
signals were absent, demonstrating partial-fault resilience in the monitoring pipeline.
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3.7. System Performance Validation

Functional testing was conducted to validate the four core research objectives. Results are presented in Table
11.

Table 11: Functional System Testing Results

No. Testing Aspect Target Result Evidence

1 Real-time monitoring via RS-
485

Display latency < 2 sec Achieved Status updates consistent
with incoming events; no
dropped events at peak (1,958
events/hour)

2 Bitwise Decoding accuracy Zero parsing errors across all
action types

Achieved 3,769 cleaned events decoded
correctly; all 3 action types
(STATUS, DOOR OPEN, AR-
RIVE) classified accurately

3 Abnormal state detection
(FSM)

OUT OF SERVICE auto-
detected

Achieved 6 OOS events on LIFT_HPL3
detected and logged automat-
ically with correct floor and
timestamp

4 MySQL activity log storage 100% event persistence Achieved All 3,769 cleaned records
stored with complete fields;
queryable for historical analy-
sis

All five testing aspects were fully achieved. The Bitwise Decoding pipeline processed all 3,769 raw events
with zero parsing errors, demonstrating that the bit-field extraction approach reliably handles real-world noisy
serial data from an active building elevator system. The FSM correctly transitioned LIFT_HPL3 to OUT
OF SERVICE and back to NORMAL without manual input, confirming that the formal transition function
δ : S×Σ → S is correctly implemented. The system’s performance under the noon peak load, processing nearly
2,000 events within a single clock hour, represents the most demanding observed real-world stress condition and
was handled without degradation.
Notably, the system uncovered a hardware fault, the failed DOOR OPEN relay on LIFT_HPL4, that had not
been previously identified through conventional inspection. This finding elevates the system’s value beyond
its original monitoring objectives: the activity log, combined with cross-unit statistical analysis, functions as
an indirect hardware health diagnostic tool. An operational ratio of DOOR OPEN / ARRIVE = 0.006 on
LIFT_HPL4 versus 4.51 on LIFT_HPL3 is a statistically unambiguous indicator of sensor-level hardware
failure that the monitoring system makes continuously visible and historically traceable.

3.8. Discussion

The proposed system demonstrates that integrating low-level Bitwise Decoding with a Finite State Machine
(FSM) yields a highly deterministic and computationally efficient monitoring pipeline. While recent studies
have heavily relied on machine learning for fault detection, such as the RO-SSVM approach achieving 99.82%
accuracy [1], or multi-sensor fusion architectures [9], these methods often require significant computational
overhead and cloud processing. In contrast, our bitwise masking and shifting operations, adapted from CAN
bus decoding principles [12], achieved zero parsing errors across 3,769 raw events with sub-2-second latency.
This validates the hardware-software co-design approach [7], proving that low-level data extraction is sufficient
and highly optimal for real-time, safety-critical embedded systems where predictability and minimal latency are
paramount [5].
The FSM algorithm successfully modeled and validated elevator operational states without manual intervention.
The automatic detection of six OUT OF SERVICE events on LIFT_HPL3 aligns with Khairullah’s assertion
that FSMs provide reliable, deterministic state validation in safety-critical cyber-physical systems [13]. Unlike
IoT-based monitoring systems that primarily focus on data transmission and cloud visualization [8, 14], the
deterministic transition function (δ : S×Σ → S) implemented in this study ensures immediate local processing
of abnormal states. This localized processing is crucial for reducing response times to unexpected operational
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anomalies and mitigating occupational health and safety (OHS) risks [4].
A significant and unanticipated contribution of this research is the system’s capability to function as an indirect
hardware health diagnostic tool. The identification of a mechanically failed DOOR OPEN relay on LIFT_HPL4,
evidenced by a severe deviation in the DOOR OPEN-to-ARRIVE ratio (0.006 versus the expected 4.51 observed
on LIFT_HPL3), demonstrates that cross-unit statistical consistency checks can expose latent physical faults.
Prior non-intrusive monitoring systems typically rely on additional vibration or current sensors to diagnose
mechanical wear [8, 18]. However, our findings indicate that continuous, structured event logging via existing
digital relays can surface hardware degradation, offering a cost-effective alternative to deploying dense, low-cost
sensor networks [16].
The operational data extracted during the 7-hour monitoring session revealed distinct traffic patterns, including
a bimodal peak at 12:00 and 18:00, and a high concentration of trips on lower floors (Lobby, 2, 3, and 5). These
empirical insights directly support the transition from preventive to condition-based maintenance strategies,
which have been shown to reduce maintenance costs and unplanned downtime [4, 19]. By scheduling maintenance
during the identified low-activity windows (13:00–17:00), facility managers can minimize service disruption.
Future iterations of this system should integrate automated anomaly alerts and explore lightweight machine
learning models [1] to predict mechanical failures before they result in the hardware signal losses observed in
this study.

4. CONCLUSION
This study successfully developed and validated an Elevator Safety Monitoring Interface based on Bitwise
Decoding and the Finite State Machine (FSM) algorithm. The system was implemented using VB.NET for
the monitoring application, ESP32 as the data acquisition microcontroller, RS-485 for industrial-grade serial
communication, and MySQL for structured activity log storage. Real-world testing conducted over a 7-hour
session on May 18, 2026 at a Schindler-equipped high-rise building yielded 3,769 raw log events from two
connected elevator units. All five research validation aspects were achieved: (1) The VB.NET monitoring
system displayed real-time elevator status with sub-2-second latency through an informative visual interface
with ONLINE, OFFLINE, NORMAL, and OUT OF SERVICE indicators; (2) The Bitwise Decoding pipeline
accurately processed all 3,769 events — comprising 2,675 STATUS, 750 DOOR OPEN, and 344 ARRIVE events
— with zero parsing errors; (3) The FSM automatically detected and logged 6 OUT OF SERVICE events on
LIFT_HPL3 without operator intervention, validating the deterministic transition function δ : S × Σ → S;
(4) A hardware relay failure on LIFT_HPL4 was identified through cross-unit statistical analysis of DOOR
OPEN-to-ARRIVE ratios (0.006 vs. the expected 4.51), surfacing a physical fault that had not been detected
through conventional inspection; and (5) All events were persistently stored in MySQL for historical analysis
and maintenance reporting. The discovery of the DOOR OPEN relay failure on LIFT_HPL4 represents a
significant finding beyond the study’s original objectives. The relay responsible for the door-open signal failed
mechanically — its contact no longer closes when the cabin door opens, causing the corresponding bit in the
12-bit data packet to remain permanently at 0. This renders the monitoring system unable to observe passenger
boarding and alighting events on that unit. The fault was not discovered through manual inspection but was
instead revealed by the continuous activity log and cross-unit ratio analysis enabled by the monitoring system
itself. This demonstrates that multi-unit elevator monitoring platforms can serve as indirect hardware health
diagnostic tools when equipped with cross-unit consistency validation.
Operational analysis of the raw dataset revealed actionable patterns: Floor 3 was the most visited destination
(60 trips, 17.4% of total), floors 2, 5, and Lobby together with Floor 3 accounted for 50.6% of all trips, and
two peak activity windows, noon (51.9% of daily events) and 18:00 (28.4%), account for over 80% of total
elevator usage. These findings directly support condition-based maintenance scheduling: maintenance activities
should be prioritized during the 13:00–17:00 low-activity window to minimize disruption, while inspection
efforts should focus on high-frequency floors (2, 3, 5, and Lobby) where mechanical wear accumulates fastest.
For future research, the following directions are recommended: (1) Full multi-unit deployment covering all
seven registered elevator units in the building for system-wide fleet monitoring; (2) Automated cross-unit data
consistency validation integrated into the acquisition pipeline to detect and flag hardware anomalies, such as
relay failures, in real-time, rather than through post-hoc log analysis; (3) Addition of automated technician
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notification (SMS/email) upon OUT OF SERVICE, OFFLINE, or anomalous DOOR OPEN ratio detection;
(4) Integration of machine learning-based anomaly detection to identify unusual operational patterns before
mechanical failure occurs; and (5) A web-based dashboard enabling remote, cross-platform monitoring access
for building management teams.
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